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HEALTHCARE UNDER SHGE

KEY SEHOURITY CHALLBENGES FOR HOSPITALS, CLINCS, ANDMEIICAL CENTERS

Kev Hau | Head of Security Engineering
Cyber Security Bvangelist, Office of CTO



THE HOSPITAL ENVIRONMENT IS CHANGING

ATTACK SURFACES AREWDBENNG

HOSPITALS YESTERDAY HOSPITALS TODAY
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TECHNOLOGIES ADOPTION IN HEALTHCARE

Network-connected medical devices
Medical lol such as wearable health devices
5G-enabled renote healthcare

Mbbile devices access
Cloud and Hg Data Analytics and A
Hockchain Technology
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NEWS

How hackers can abuse ChatGPT to create malware

ChatGPT's capabilities for producing software code T : :
obs:w:d cybercriminals bypassing the chatbot's sz C N Your guide to a better future
content. I 1 : I

ﬁ By Alexis facharakos, Student Co-op - -
EMVICES SoTwars

It's Scary Easy to Use ChatGPT to
Write Phishing Emails

DIVE BRIEF d I'm worried about how well it worked.

Samsung employees leaked Corporate opncerns about the potential use of Al
data in ChatGPT: report

Published April 11, 2023

Lindsey Wilki . -
a indsey Wilkinson in B ¥ &

Associate Editor
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DATA-DRIVEN HEALTHCARE PLATFORM

BetterUtili
e
Resnurce ImproveP .
Qlijtgmterén tand Bett
ek er Mana
Suppl D

Y Chain

—
|
&=

[
g CHECK POINT ©2023 Check Point Software Technologies Ltd. 6



Better Uilize Better Healthcare Predictive *  Negative Resut ]
Resource Service Healthcare

Automation and Better Manage
Quality Control Supply Chain

* Irrelevant / Bad Decision J

0|l L= @@= *  [Device Malfunction
— - DataManipulation
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AVERAGE WEEKLY ATTACKS PER ORGANIZATION BY INDUSTRY 2022,

COMPARED T0 2021

CYBER
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SECURITY THREATS TO
HEALTHCARE INSTITUTIONS

Community Health Systems Impacted ~ Highmark Health Suffers Phishing
by Data Breach Tied to GoAnywhere
MFT Vulnerability

In an SECfiling, Community Health Systems, one of the country’s
largest healthcare providers, disclosed a third-party data breach
involving Fortra’s GoAnywhere managed file transfer solution that
impacted one million individuals.

Attack, 300K Individuals Impacted

Highmark Health notified 300,000 individuals of a phishing attack
that potentially compromised protected health information.
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Maryland Hospital Suffers
Ransomware Attack

Atlantic General Hospital is currently investigating a ransomware
attack that occurred earlier this week.
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WHY HEALTHCARE INSTITUTIONS ARE BEING TARGETED?

- Connected Hacktivist
FH has higrer medical devices e
are easy tohack grous



DATA IS THE NEW OIL IN 21ST CENTURY
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$1 000 Average value of a medical record on the darknet 2
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MEDICAL 10T ASSETS ARE
INHERENTLY VULNERABLE

Run on Legacy 0S

Q@ ‘ Difficult to Patch

<] ‘ Nb Ruilt-in Security

k% | Uhchanged Password
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EXPLOIT
|0T VULNERABILITIES

Risk to IOT Devices
Manipulation, Downtinme, Damege

D7~ [}

Network Backdoor
Lateral novement to ather network elements
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CYBERSECURITY IS NOT SOMETHING;
IT IS EVERYTHING TODAY
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HOSPITALS AND CLINICS

Ransomware / Advanced Threat
blocking, containing and remediating

Connected devices
securing loMT to protect the network

Protecting data and records
Inthe cloud

with secured intermet access fromanywhere

Protecting patients
when they are using medical services
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SECURING MEDICAL CENTERS,



PROTECT CONNECTED MEDICAL DEVICES

Device Type Device Devices Discovery Engine
and Nature Security Flaw
Firmware Security Assessment
Communication Network Threat Detection _
Flow Network Threat Detection
VISIBILITY -/
Zero Trust Threat .
Virtual Device Run-time Nano Agent
Patching Protection g
ENFORCEMENT Y,
Incident Investigation Al-Powered Analysis - XDR
Triage
Automated Response Expertise Incident Response Team
RESPONSE ]
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PROTECT THE CLOUD APPLICATION
Secunty measurenent at every stage of SOLC with QoudGuard

P Deploy > Operate

laC

Continuous

Template Posture
Scan / Management /§
Pipeline Auto
Security / Remediation /j
Work!oad Threat
Runtime Huntin
Protection Y
Identity
Entitlement
Management
= =

uard CloudGuard CloudGuard

Continuous

UK

@

Cloud
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PROTECTING PATIENTS
WHEN THEY ARE USING MEDICAL SERVICES

Malicious App Connected network is Deviceis at
installed? insecure? nsk?

...............................................
- - r

( @|@@ Allowlogin but natify the users that he/sheisinrisk
( @ @@ Alowlogin but some servicesis restricted
(000
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CHECKPOINT INFINITY PRINCIPLES

Cos (O35 G550

COMPREHENSIVE CONSOLIDATED COLLABORATIVE

PREVENTION FIRST



ACCURATE
VERDICT

PRECISE
PREVENTION
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e, THE BRAIN BEHIND CHECK POINT'S POWER

THREATCLOUD

A Technology

Infected hosts detection
Sandbox dynarric analysis Aways acquires the nost recent
il tatc el loCs and protections of latest

| IC analysis . .

Mbbile zero-phishing detectyism ............................ attacks seeninthe wild

Anti-Phishing Al engine 150,000 Connected networks
Network Al engines aggregator Milions of Endpaint devices
Mobile Al engines aggregatar 2,000,000,000 Websites and files inspected daily
Machine validated signature Dozens of external feeds and crawling the wwwand social
: media
Qoud networks ammly detection | @ceeeeeereeeeeeeegdenes [btectlm
Lhique M_algorithrms detecting 650,000 suspicious
: . domains daily

ThreatQoud Canpaign Hnti

TP Expose stealth
malystMnd | S
Malicious activity detection
Documents meta classifier Vectorization farrily classifier ThreatCoud Makes 2 Bllion
M_Smlaritym [ O R YRR R R R R RRR S - L - - -

MRAT lassifier Security Decisions Every Day

40+ A and Machine Learning technologies that idertify And Prevents 2.5 Bllion attacks every year!

and block emerging threats that were never seen befare
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THE POWER OF REALTIME SHARED INTELLIGENCE
REAL WORLD EXAMPLE:

Synced inreal-time to all Check
Paint’s enforcement paints
worldwide

Zero-day melware Frst seen & |dentified as
“AveMarid’ RAT proactively prevented malicious in
May 2022 by a custormer in ltaly

70+ Decision Engines Verdict Engine
Machine Learning Based
Dei '-93”‘"“9 Fle Reputation N\
b N
e r—
A Brulation Runtime

O Machine Learming V O
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CHECK POINT

CUSTOMER STORIES

https;/Ammwyicheckpaint.comycustoner-stories/ -
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Check Point Maestro Hyperscale Orchestrator
’

CoxHealth Dynamically Scales Security with 7 ' a
| CoxHEALTH

READ THE STORY

Customer Stories - See What Customers Are Saying About Us

All Product Categories ™, Healthcare

T >
ALMAC CoxHEALTH
Healthcare Healthcare Healthcare
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https://www.checkpoint.com/customer-stories/
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